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ABSTRACT

When cryptographic algorithms are implemented to provide countermeasures against the side-channel analysis, designers
frequently employ the combined countermeasures between the first-order masking scheme and hiding schemes. Their
combination can be enough to offer security and efficiency.

However, if dummy operations can be distinguished from real operations, an attacker can extract the secret key with
lower complexity than the intended attack complexity by the designer inserting the dummy operations. In this paper, we
categorize types of variables used in a dummy operation when C language is employed. Then, we present the novel
vulnerability that can distinguish dummy operations for all cases where the hiding schemes are applied using different types
of variables. Moreover, the countermeasure is provided to prevent the novel vulnerability.
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H SR (Type of Variables)

Calel oA WHe F/E 371—7‘] +FE
g oleh. Wt sl @5 e A9 W (Local
variable) & A== A$ 42 515"] Ao W
(Global variable)® Aldlst= A9 281 o} &
g0 A wWeE &g g AxH(Function
argument)Z Wolo= AH97t ek tu| ik
AHEE e E 5 AR el A9 AAl A
Abell AMGE]= Wl Aoldt 4 AxH(Different
function argument)® WolQ= A9} EA3}
gt 9l (Same function argument)® HbolS
= 7495 38T F 9l

Fig. 1. tv] al4tell Alg== w429 9
dlojct, A WeE AMSSl= %= FL dreld

W=

i Ao} Weg oo ool ALgE
o A W5E A A%t F2 §4eln
D_LVERZ 99 Ao} W5 Aol ol ot
& SAgth F3 355 Aol 34 UAE 4483
£ 7492 D_DFATT 99® QxE AHgsle] o
v ke SASkE F4 FE BAT I AAE
Agshe Ageld del Q4 AA Q4 mE
SFAZT WHE @5 RS AHgale] ke Fal

— Encryption.c

char D_GVI(16):

void main() {
char r_in(16), d_in(16], u_in(32):

for (inti = 0: 1< 16 i++) {
uwin(i) = r_in(i):
win(i + 16) = d_in(i):

}

void Fl(char R()) {
for (inti = 0:1< 16 i++) {
R(G) = Sbox(R()):
D_GV(i) = Sbox(D_GVI(i)):

}

void F2(char R(})) {
char D_LVI(16):

for (inti = 0:1< 16 i++) {
R{) = Sbox(R(i]):
D_LVI{i] = Sbox(D_LVI(i)]

void F3(char R(J, char D_DFA()) {
for (int 1 = 0: 1 C16: i++) {
R() = Sbox(R(i]):
D_DFA(i] = Sbox(D_DFA[]);

}

void F4(char SFA(Q)) {
for (int i = 0: 1< 32 i++)
SFA(i) = Sbox(SFA(i]):
}

Fig. 1. Classification according to variable types
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Table 1. Pseudo code of the subbytes function
in AES with the dummy operations and the
shuffling scheme.

Input | st_in(16]), dm_in(16], order(32]
Output | st_out(16], dm_out(16)
for <=0 to 31 do
switch order(z]) do
case 0
st_out(0)«—Sbox[(st_in(0])
break
case 1
st_out(1)<—Sbox(st_in(1]]
break
case 16
dm_out(0)<«—Sbox(dm_in(0]]
break
case 17
dm_out(1)<«—Shox(dm_in(1))
break
end for
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Fig. 2. The power consumption trace about the
Subbytes operation of AES with the 16 local
variable dummy operations and the shuffling
scheme.
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Fig. 3. The BCDC value trace of the Fig. 2.

Table 2. Assembly code of the Subbytes
operation when the dummy operations are used
as a local variable.

st_out(0)<—Sbox[st_in(0]]
movw r28, rl4
1d r30, Y
Real 1di . r31, 0x00
operation subi r30, 0xFO0
p sbci r3l, 0xDF
1d 124, 7
movw r30, rl6
st 7, 124
rjmp .+268
Dummy dm_out(0)<—Sbox(dm_in(0])
operation Not performed.
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Fig. 4. The power consumption trace about the
Subbytes operation of AES with the 16 global
variable dummy operations and the shuffling
scheme.
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Table 3. Assembly code of the Subbytes
operation when the dummy operations are used
as a global variable.

st_out[0)<—Sbhox(st_in(0))
movw r28, r14
1d r30, Y
Real 1di . r31, 0x00
operation subi r30, 0xF0
P sbci 131, 0xDF
1d 124, Z
movw r30, r16
st 7. 124
1jmp 4556
dm_out(0)<—Sbox(dm_in(0))
lds r30, 0x2231
Dummy |14 31, 0x00
operation subi 30, 0xF0
P sbci 131, 0xDF
1d 124, Z
sts 0x21B0, r24
rjmp +268
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Subbytes o QA= JHFHEER FAsIC
(Subbytes(st_in, st_out, dm_in, dm_out)).
st_in ¥ st_out® dm_in % dm_out®] e}
T AR T l’Jr* ArE A7) wftel)
ol & Aolgh g Izt WHct o]e] 4w A
o 93] dFE2 Fig. 6.3 Zth Aol g
RS AHEEE T8 e A ellA = AAl Sbhox
il £ dF3-E-E& BCDC reference’® A 3s}o]
7,02 AHsisict. BODC 3+& A4lal 43 Fig.
7.3} zo] AA dite] vjvw] <datel| wls] v 2
BCDC #& 7F<1w 19t 7)o 93& 33t +
3 47 99.86% AHEES 2t

Table 4.2] JAE2] Z= A& A=
] gHole} oJAlEe] x| FAo] o}

& 5 oloh uhehd AA] d4lel AM-E W

o

-] Al

o
o

=
a2
5}

(<3

ji:‘l]- Ris
T



AR H 535 =rA] (2019, 4) 293

R Real operation
ol Dummy operation

[ BCDC reference
T T > T 'R I R

Power consumption

|
} I
|
|
|
|
|
" l_ L, S
600 800 1000 1200 1400
The number of points

I
I

I

I

I

|

200 0

Fig. 6. The power consumption trace about the
Subbytes operation of AES with the 16 different
function argument dummy operations and the
shuffling scheme.
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Table 4. Assembly code of the Subbytes
operation when the dummy operations are used
as a function argument.

st_out(0)<—Sbox[st_in(0])

movw r30, rl6
1d r24, Y
mov 130, r24
Real 1di 31, 0x00
operation | subi r30, 0xFO0
sbei r31, 0xDF
1d r24, 7
movw r30, r22
st 7, r24
rjmp .+585

dm_out(0)«—Sbox(dm_in(0))

1d r30, Y
Dummy 1di - r31, 0x00
operation sub.l r30, 0xFO0

sbei r31, 0xDF

1d r24, 7

st X, r24

rjmp .+268
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Fig. 8. The power consumption trace about the
Subbytes operation of AES with the 16 same
function argument dummy operations and the
shuffling scheme.
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Table 5. Assembly code of Subbytes operation
when dummy operations are used as same
function argument.

st_out(0)<—Sbox[st_in(0])

ldd r30, Y

1di r31, 0x00

Real subi 130, 0xF0

operation sbci r3l, 0xDF

1d r24, 7

adiw r26, 0x00

st X, r24

sbiw 126, 0x00

rjmp .+556

st_out(16)<—Sbox(st_in(16])

ldd r30, Y+16

1di r31, 0x00
Dummy subi r30, 0xFO0
operation sbci r31, 0xDF

1d 124, 7

adiw r26, 0x00

st X, r24

shiw 126, 0x00

rjmp .+268

Table 6. Distinguish success rate according to
types of variable used in dummy operations.

Types of variable used in Distinguish
dummy operations success rate
Local variable 99.92%
Global variable 93.76%
Difference function 99 86%
argument
Same function argument 73.72%

. 3478604 nl kel
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AR H 535 =rA] (2019, 4) 295

Table 7. Pseudo code of the new counte-
rmeasure.

Input | st_in(32]), order(32]

Output | st_out(32]

for 1<—0 to 31 do
temp_in(i)<«—st_in(order(i)]
end for

for 1<—0 to 31 do
temp_out(i)«—Sbox(temp_in(i])
end for

for 1<—0 to 31 do

st_outlorder(i))<«—temp_out(i]
end for

A= Ao wel AA QA 9 ou] dabe] AlSE
S temp_inel vlg] ARt £2H2 2 Shox
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38 PIAA @] 93 Sbox Wik £ e
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Fig. 10. The power consumption trace about the
new countermeasure.
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Table 8. Assembly code of the new counte-
rmeasure.

temp_out(0)<«—Sbox(temp_in(0))

movw r26, r22

add r26, r18
adc r27, r19
Real & movw r30, r20
add r30, r18
Dummy | 4 r31, r19
operation 1d r30. 7
1di r31, 0x00

subi r30, 0xFO0
sbed r31, 0xDF
1d r24, 7
st X, r24
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